E-COMMERCE INTEGRATION SDK




RequestAccessToken Specs

URL

https://API-ECOMMERCE.ETA.GOV.EG/asg/tax/ecom/RequestAccessToken

Request Header

Header name Header value ‘
Content-Type application/json
Accept *[*
Request Body
client_id 24e4dfdf-3d5f-4d6f-afce-fc2fb1d4a53c

client_secret 7ae4c827-a78a-4ed0-af29-2e01020f4c98

grant_type password

Correlationld | 22e4c¢827-228a-22d0-2229-2201020f4c34

Response

{

"access_token":

"eyJhbGciOiJSUzI1NilsInR5cClgOiAiSldUliwia2lkliA61CI2e GNXZmVtOFIJINFhPem1xaVN5czU2MDI0OeWVKNWIWNFZSMORRc1QtUUJRINO.eylleH
AIOjE3MjcyNTgyMDEsIKeileFOXVsUL7RLITIOUi1iVbLHUEyQxCKyOcDgy 7cAQE3Z5 WFwaJJ12XTBTyWrMY6ICQxJFBEPh5H5vm-
fBISJtVpu5c47V3uoU5ztbXIJPGqPzQg",

"expires_in": 300,

"refresh_expires_in": 1800,

"refresh_token":
"eyJhbGciOiJIUzI1NilsInR5cClgOiAiSIdUliwia2lkliA6ICI3MTI5MjYONCO5NjgzLTQyY2ItYTQ40C0.mImceUP33yQJ3jgE932HKpldQSFOYUEc1Nku4
4y3xMU",

"token_type": "bearer",

"not-before-policy": 0,

"session_state": "95b779c7-bfc4-4d2b-a8e0-f2dceeflce55",

"scope": "email profile"

}

Using Access Token

To use the generated access token you need to add the below Header in the HTTP Header of the API

Authorization: Bearer [thelTokenGenerated]


https://ip:8228/asg/tax/ecom/RequestAccessToken

validateEcommerceTaxpayersByUIN API specs:

URL

https://API-ECOMMERCE.ETA.GOV.EG/asg/tax/validateEcommerceTaxpayersByUIN

Request Header

Header name \ Header value

Content-Type application/json

Accept *[*

Authorization Bearer

eyJhbGciOiJSUzIT1NilsInR5cCIgOiAiSldUliwia2lkliA61CJ2e GNxZmVtOFUNFhPe
m1xaVN5czU2MDLI0eWVKNWIWNFZSMORRc1QtUUJRINO.eyJleHAIOjE3Mjc3Mz
ExMDcsImlhdCI6MTcyNzczMDgwNywianRpljoiNzZJmNTRjYjQtMDk0Zi00ZjFhLTg
2YTEtN)jRjYjAzOTM5NmMEOliwiaXNzljoiaHROcHM6Ly9hdXRodGVzdC5ldGEuZ29
2LmVnOjgwODAvVYXV0aC9yZWFsbXMvZWNvbW1lcmNILWNsaWVudHMILCJz
dWIiOiJjMWZjZGNhZC1mYWZILTQ2NjUtOTEWMCO050WI1MDMONMMA4Y;jgilLC)
0eXAiOiIJCZWFyZXIiLCJhenAiOiJhZG1pbi1yZXNOliwic2Vzc2lvbl9zd GFOZSI6ImV
INDNIZmYWwWLTA3ZGMtNDFiMS04YzEwLThkMzVIODZIMDBkMilsImFjcil6ljEiLCJz
Y29wZSI61iJ9.X0xs8RNtdyivenuXxtiZqg4MuKDzdxx1BwGmKWnUOCvKFspC4IAU
TQmMOrH_vpMUfgZ3I19dSywA78WnVivulu20YK7h165UIRkeeRdAw-
ThIMI3HOUKk-wxgpMW_ub6UWpWcZvLFYwcdkmRqg3r_nWcnVr8T1aKxQ-
q78zC1HiDqyrH3xpHzThlhxjQ8meQeN8GDC6XZ1Q2tUwrcFtBBnVEVUWS5_6RX
hqgZYyDp5gyRLpRTmMkAHOlbhOc36ncCxe_uFCrhn5ZizUKwOxGNXWR5n8d3rljp
qbXXbpyYat02tMzULCXR_p8gkXsj3MmCEBpw4suiPQ27kDoEPcdi8osr5nYw

Request Accepted Rate limit:

Maximum accepted 10 Request per second per IP

Maximum accepted 600 Requests per minute per IP

Request Body
Format: JSON

{
"correlation ID": "l1l23las-1l2easd7l-asdgqwu2l-asdl123",

"showExpiry":"1",
"validateEcommerceTaxpayersByUIN": [
{ "TRN": "100000100", "UIN": "10100" 1},
{ "TRN": "100000103", "UIN": "10103"™ }



https://api-ecommerce.eta.gov.eg/asg/tax/validateEcommerceTaxpayersByUIN

Request Parameters

Elements \ Type Cardinality Description Value example
correlation_ID | String Mandatory | A unique identifier | e5277922-85ee-4d33-a8d9-
for the request dd1003c2ba85

showExpiry String optional Optional Flag with Oor1
initial value 0 if not
inserted.

To show the UIN
expiry date per

each TRN
validateEcom array of | Mandatory | The identification An array of objects Containing
mercelaxpaye | objects number of the TRN (Tax Registration Number)
rsByUIN service

and UIN (Unique Identification
Number) pairs to be validated
Maximum count of pairs to be
entered is 100 pair per request
validateEcom | String Mandatory | Tax Registration Ex. (123456789,

mercelaxpaye Number 999999999)

rsByUIN.TRN

(9 characters
numbers only)

validateEcom | String Mandatory | Unique Ex.
mercelaxpaye Identification (10000008866fb1d6509965wWwsCX
rsByUIN.UIN Number(unique p5BKe87c608e3)

identifier with 39
alphanumeric
characters)

Response
Content Type: JSON

{

"correlation_ID": "1231as-12easd71-asdqwu21-asd1123",
"ResponseCode": "0",
"ResponseMessage": "Success",
"validateEcommerceTaxpayersByUINResponse": [
{
"TRN": "100000100",
"valid": true,
"expiry_date": "2024-09-11"
|3
{
"TRN": "100000101",
"valid": true,
"expiry_date": "2024-09-12"




|3

{
"TRN": "100000102",
"valid": true,
"expiry_date": "null"

|3

{
"TRN": "100000103",
"valid": true,
"expiry_date": "2024-09-12"

}

]
}

Response Parameters

Elements Type Cardinality | Description Value
example
Http Response Code 200
correlation_ID string | Mandatory | The same identifier as in the
request for correlating
responses
ResponseCode string Mandatory A code indicating the status 0, success
of the response
ResponseMessage string Mandatory A message providing Success
additional details about the
response

validateEcommerceTaxpaye | array of | Mandatory
rsByUINResponse objects An array of objects containing
the validation results for each
TRN provided in the request

validateEcommerceTaxpaye | String Mandatory A boolean value indicating whether
rsByUINResponse.TRN the user is subscribed to the

service or not
validateEcommerceTaxpaye | boolean | Mandatory Indicates whether the TRN is valid True/false
rsByUINResponse.valid or not

expiry_date string optional Shows the UIN expiry date if exists 2024-09-12




Possible Error Responses Example:

Expired orinvalid Token

Http Response Code ‘ 200

Error Response {

"correlation_ID": "1231as-12easd71-asdgwu21-
asd1123",

"ResponseCode": "401",

"ResponseMessage":
"\"error\":\"invalid_token\"\"error_description\":\"Token
verification failed\"}"

}
Rate limit Exceeded
Http Response Code 429
Error Response Too Many Requests
Support ID (Invalid Request Structure)
Http Response Code pLolo)
Error Response <htm[><head><title>Request

Rejected</title></head><body>The requested
URL was rejected. Please consult with your
administrator.<br><br>Your support ID is:
14748073475692673716<br><br><a
href='javascript:history.back();'’>[Go
Back]</a></body></html>




